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Cisco Industrialne Portfolio

OT Security, zakladné kroky pre
zabezpecenie siete

Cisco Cyber Vision
Q&A




Industrial loT networking portfolio Overview

Industrial Ethernet switches
DIN-Rail, IP67, and Stackable Rackmount

IE3500 IE3400

B, se

o5 b s

[ | e

| [y l Yy
IE3500H IE3400H IE9300

Industrial Cybersecurity
Cyber Vision, Secure Equipment Access
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IE3100H

Data Control and Exchange

Industrial Routers
Modular 4G/5G - for connecting remote and mobile assets

IR8300 IR8100

Edge Intelligence, 10x

Industrial Wi-Fi and Ultra-reliable Wireless Backhaul
For outdoor conditions
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Embedded Networking
Embedded routers and switches for industrial Makers

ESR6300 ESS3300 ESS9300

Management and Automation

Cisco Catalyst Center, Cisco Catalyst WAN Manager, Field Network Director, IW Service
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Zabezpecenie Siete, 4 Zakladné Kroky

4 N [ N N [ N\
Asset Visibility and Zero Trust Zero Trust Network Access Cross-Domain Detection,
OT Security Posture Segmentation (ZTNA) for OT Investigation & Response
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ISA-95 / CIM (Purdue) Model
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Level 5 Router Enterprise Network
Email, Intranet, etc. i i i isti
Level 4 Site Business Planning and Logistics Network 5
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‘T—' Services T, Management ‘T’ Server
Level 3.5 | Historian | Web Services Application
(DMZ) g Mirror g Operations g Server i.,,%
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L | 3 Production Optimizing Process Domain Site Manufacturing -
eve Control Control History Controller Operation & Control _n*?.f,_
I I | I fl'/Ll
Supervi i ineeri Operator s
pervisory Operator Supervisory Engineering p =
Level 2 Control Interface Control Workstation Interface Area #f
! ! Supervisor
e = = Control I
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Leve| f! Batch Discrete Sequence Hybrid Basic
_ Control Control Control Control Control Cell/Area
Zone
Level O l Sensors l I Drives | [ Actuators ] [ Robots ] Process
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Extract from CISCO “Oil and Gas Pipeline Security Reference Document”. CIM / ISA model differ in the scope of levels 0-1;
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Identify OT assets and Spot vulnerabilities to Segment networks Detect bypass or Drive compliance
their communications patch or protect with access policies leaks in the IDMZ and governance

Visibility helps drive IT/OT collaboration to secure industrial operations
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Cisco Cyber Vision

Visibility & Security Platform for the Industrial oT
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Visibility Security Posture Zone Segmentation
OT asset inventory Device vulnerabilities Automate segmentation below
Communication patterns Risk scoring the IDMZ to protect operations

Context and insights that are foundational to building reliable and secure OT networks
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Cisco Cyber Vision

Visibility into connected industrial assets
:

I Component X
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n t nv nt r _ First activity Tags 514 B9
sse e o) y N 1769-L16ER/B LOGIX5 H Apri4,2021 & Controller Flows Events
Automation 316ER 11:45:12AM '
| Paint_Line_2 A high . Rockwell Automation @ 10
IP: 192.168.249.50 H Apr16,2021 Activity tags Vulnerabilities
MAC: f4:54:33:91:cb:ee 11:00:01 AM # StopCPU,
Z Edit (3 Manage group # Diagnostics ,

# Read Var ,

Automated inventory of all assets in ovmve.
. . . # Low Volume ...3+
your environment with detailed and
{ Basics ) Security A Activity & Automation

up to date profile information e
p p Properties Tags  Sensor R -i S CommUﬂICatIOﬂ Map
viinimap

Properties
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Cisco Cyber Vision

Visibility into the OT security posture

Vulnerability Detection

ldentify known asset vulnerabilities
SO you can patch or protect them
before they are exploited

Risk Scoring

Risk scoring for assets, production
cells and sites, to help prioritize
action and improve governance

lllllllll
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Active baseline: No active baseline
Active Discovery: Disabled

This preset is filtered with keywords «192.168.1» £

Criteria Selectall Rejectall  Default

R NETWORKS v
© COMPONENT TAGS A
Components without tags

> Device - Level 0-1

’ Device - Level 2

> Device - Level 3-4

» @ Network analysis

» Software

» System

A ACTIVITY TAGS v

O GROUPS

[0 SENSORS v

eaen®2a

Vulnerability Detection

Jan 1,2020 12:00:00 AM - Nov 19, 2020 3:27:00 PM (10 mths 19 days 11 hrs 27 mins)

@ @73 Vulnerabilities

10 most matched vulnerabilities

W cvE-2

Yokogawa Multiple Products | ]

Buffer Overflow Vulnerabilities - CVE-2015-5627

2affected components

Yokogawa CENTUM
2affected components

W cvr201
in Profinet Devices
3affected

109

omponents

CVE-2017-12741 Denial of Service

-2 « Multiple Siemens Products

@ CVF-2020-5609 » Path Traversal Vulnerability in

« Denial-of-Service Vulnerability [l

ov

1 Yokogawa CENTUM

‘BKCLogSvr.exe' Heap Based Buffer Overflow..

2 affected components

2888 » Yokogawa CENTUM

BKFSim_vhfd.exe Buffer Overflow - Packet Storm 9

2affect

d components

CVE-201 40 » Uncontrolled Resource
Consumption Vulnerability in Siemens SIMATIC S7
2affected components

Multiple Denial of Service

Total vulnerable

components for
192.168.1 subnet

ffected components

Vulnerability severity legend: [l NONE [ Low [l MED b
A
Descrip
Vlnerability title Ao
This pre
Multiple Denial of Service Vulnerabilities on Siemens devices o
defined
Configuration Protocol
accurat
Multiple Siemens Products CVE-2017-12741 Denial of Servid Actkel
Denial-of-Service Vulnerability in Profinet Devices AdiveE
Yokogawa CENTUM ‘BKHOded.exe' Stack Based Buffer Over
Criteri
Yokogawa CENTUM BKFSim_vhfd.exe Buffer Overflow - Pacl
Schneider Electric Modicon Modbus Protocol Multiple Authes
Yokogawa CENTUM 'BKESimmgrexe Stack Based Buffer Ovd o
Vulnerabilities in SIMATIC- 1200 and SIMATIC §7-1500 CPU: -
Schneider Electric Modicon Modbus Protocol - Multiple Authd
& NED
oev
act
o GRo
O sent

the.

=2
Device
F vity Tig A7 Ej40 @15
Sesoi02 B oc11,2019 110652AM A it Vilnerabilitie
Building K A very high @ Controlier , 4 Time Server
1P 1 4 othes Lagtachty Activity tags
B 19238 11+ 1M} H ay 24,2001 125215 M I
MAC: 00:00:64:8c:86:08 (+ 1 other) @ Controliernfo ,
2 Edit Tie Management .
@Brosdeast , @ Multicast ,
ARP 1+
@ Basics © Risk score @ Security A+ Activity & Automation
Overview Details
Overview Details
The , 2021 by Cisco Cyber
Criteria Matching Distribution  Description
CC ke I it. Co i
Devicetype B 5C50102 type: Controller 13% o
Achievable  Current could lead to large impact
riskscore  riskscore
B 5¢50102 group: Building K. Ithas an
Gr [ t L
o ow oo w ® © nowowow ot | = SR ) 51%
The best achievable score is [EZ|
y patching al il
insecure traffic. Activities No matching activity
Path Traversal Vulnerability in
Yokogawa CENTUM
cvss score: 98
B 550102 most impacting vulnerability is
Vulnerabilities ~ Path Traversal Vulnerability in Yokogawa 36% Successful exploitation of these

CENTUM wulnerabilities could allow a remote
unauthenticated attacker to se

~show more

See details




Cisco Cyber Vision

Visibility into threats with Snort IDS and Talos

Malware Intrusions

Snort IDS with Talos threat intelligence
helps identify malware and intrusions
into the OT network

Malicious Traffic

Snort tags automatically associated

with network activities to help identify

malicious traffic
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Malicious Activities

-

< Security analysis

#DDOS

# Insecure

# Port Scan Activity

# Snort Alert

# Snort Browser

# Snort Deleted

# Snort Experimental-Do$
# Snort Experimental-Scada
# Snort Exploit-Kit

4 SnortFile

# Snort Malware-Backdoor
# Snort Malware-CNC

# Snort Malware-Other

# Snort Misc

# Snort 05-Other

4 Snort O5-Windows

# Snort Server-Other

# Snort Server-Webapp

Auto-foliow [ ]

me e

Malware Detection

cotogory S PG -

161209236 S

Snort Event

10:31:27.690  Signature based Detection Snort allow on UDP id 44037 with signature A Network Trojan was detected (= Intel 192.168.0.12 ~

66.210.8(
Snort Event
* Occured at

—_—

Intel 212.166.210.
80

192.168.0.12

o Seort allow on TCP 13 27679 wih sign

viure A Network Trogan was detected

v DOWNLOAD DATA

® Relateddata: DOWNLOAD DATA

Component source

& Name:
MAC: 6
1P:192.16

Tag: @ HTTO Crane

Component destination

Day

Week

@ 2121

¥ @

Month Year
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Cisco Cyber Vision

Visibility into external communications

Identify DMZ leaks

Filter subnets to identify traffic to
external networks and stop
unauthorized leaks past the DMZ

/

External communications

Identify assets trying to access external
servers to spot malware infections,
misconfigurations, and unnecessary
traffic
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Last 1 day (May 23, 2021 11:43:26 PM — May 24, 2021 11:43:26 PM) 2
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External Communications
Top 5 DNS requests ™
0 2000 4000 6000 8000 10000 12000 14000 16000
amp.cisco.com ‘o
17124 requests by 1 component
data.microsoft.com &
9471 requests by 1 component Rare 5 DNS requests NP ' ®
mp.microsoft.com
7439 requests by 1 component o 02 04 0.8 08 ! 12 4 6 8 2
assets.msn. com 192.in-addr.arpa
5430 requests by 1 component 1request by 1 component
fpt2.microsoft.com
Cms.msn. com 1 request by 1 component
4331 requests by 1 component
! ' b-ring.msedge.net
° 2000 4000 6000 i 2 requests by 1 component
account.live.com
2 requests by 1 component
acctcdn.msauth.net
2 requests by 1 component
o 0z 04 08 08 i 12 14 16 18 2
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Cisco Cyber Vision

Visibility Reports to help manage risks

Customizable Reports

Track risk management
improvements and show progress to
management with historical reports

Remote Access Reports

Document remote access gateways to
engage with operation teams and
remove backdoors into the OT network

lllllllll
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Key Findings :
Security Posture Reports

Filter Criteria: -

This report is an automated summary that captures all the vulnerabilitie cisco
security events found on the devices in the - by Cisco Cyber Vision on Sef
8:04am UTC Vulnerabilities
‘ Risk score ‘ Devices ‘ Vulnerable Devices | Events{over the Filter Criteria: -
I 7 [ 323
Remote Access Reports critical
Key Findings Medium
Filter Criteria: All data Preset se‘“"ty |l'|5lg|'|t5
This report is an automated summary that captures a list of all Remote Access Gateways
related activities found on the devices in the All data Preset by Cisco Cyber Vision on Fel Severity | Findings
e 46 critical and high severity vulnerabilities found ¢
Risk score | Total Devices | Vulnerable Devices | 4 devices have a risk score > 70
37 4 0 "
‘ | | 3 devices found communicating with external net/ High
3 ) 47 devices have been remotely accessed
Security Insights -
2 devices found using 11 unsecured protocols
Severity | Findings 2 devices using clear text passwords CVEID Vulnerability Name CVSS | Severity | Numbe
1 devices have been identified as Remote Access Gatew: Score of
fected
1 devices have been attempted to be remotely accessed .
device:
3 devices have run DNS queries for 3 remote access dom N N
CVE-2017-12741 | Multiple Siemens Products CVE-2017-| 7.5 | (MHIEHD) | 4
Top 5 Vendors seen 12741 Denial of Service Vulnerability
DNS Queries to Remote Access Domain Names CVE-2019-10936 | Denial-of-Service  Vulnerability in | 7.5 - 4
Profinet Devices
Cisco Cyber Vision maintains a list of known remote access domains that are used whenever a remote t Vendor Number of devi - " . —
to access internal devices. The table below depicts those devices that have attempted to run a DNS q ABB Oy / Medium Voltage Products 1 CVE-2017-2680 | Multiple Denial of Service Vulnerabilities | 6.5 - 4
of these domains, indicating that these devices may have been remotely accessed. Cisco Systems Inc 1 on Siemens dewces_ using the PROFINET
Device Name | Device IP | Group Domain Name Count | Latest ASIX ELECTRONICS CORP. 1 Discovery and Configuration Protacol
192.168.0.72 192.168.0.72 | - clientteamviewer.com 1 2024-0; CVE-2022-30694 | Missing CSRF Protection in the Web | 6.5 - 4
192.168.0.72 192.168.0.72 | - de-fra-anx- 1 2024-0; Qllanta StDrage Inc. 1 & . . .
1048 roter Sanmviswer.com Server Login Page of Siemens Industrial
192.168.0.72 192.168.0.72 | - router13.teamviewer.com 1 2024-0; Controllers
CVE-2019-6568 | Denial Of Service Vulnerability in Web- | 7.5 - 3
Attempted Remote Access Communications server of Industrial Products - Siemens
Cisco Cyber Vision maintains a list of known domains that are used whenever a remote user is trying to access
internal devices. The table below depicts those internal devices that may have been attempted to be accessed
' remotely from one of these domains listed next to it.
Device Name | Device IP Group | Remote Domain | Protocols | Count| Latest
Name used Timestamp Page2
(uTC)
192.168.0.72 192.168.0.72 clientteamviewer.com | TeamViewer | 1 2024-02-06
(443) 07:39 AM
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Cisco Cyber Vision

Visibility into operational issues

®
. mgs Control System Activities
Control System Activities —
< Activity X
E‘ PLC_3
. . | 0, A very high
Track process modifications T 1192168105130 Variable / Setpoint access
|dentify configuration changes e o anessanmanae "
€ Y g 8 | Dell192.168.105.241
Record control system events | Maintenance Station A high
7 192.168.105.241
MAC: 34:17:ebid1:c9:97
/ First activity Last sctivity P LANT
Apré, 2017 10:59:13 Jun 20,2019 12:22:27 =
: PM . AM CELL-2 C’i;
Variable Access
Tags: # Program Upload , 4P Start CPU, 4 Stop CPU, teeaiioniy L )
# Read Var, # WriteVar, « ARP, « S7Plus Rockwell 192.168.249.40 el
LOGIX5316ER
(hide)
See which variables, objects, setpoints
are being accessed or modified to help Variables accesses
OT troubleshoot issues e e "
SYNC enip Endpoint READ/WRITE B SecDemo_LinePLC | 1769-L16ER/B LOGIX5316ER
SYNC_NEW1 enip Endpoint READ B SecDemo_LinePLC | 1769-L16ER/B LOGIX5316ER
J [ J

]
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Leveraging visibility to drive segmentation

ISA/IEC-62443 virtual segmentation

@ Group OT assets into zones

@ Visualize conduits

|dentify traffic violations
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@ Share context with other platforms to
enforce segmentation
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Cisco Cyber Vision: Unique 2-Tier Architecture
OT visibility that can be deployed at scale

OT Assets

Cisco industrial
switches or routers

Lightweight Metadata -

SOC Integrations
SIEM, XDR, NAC, Firewall, CMDB, etc.

Cyber Vision Sensor Cyber Vision Center v' OT asset profiles in [T security tools
v OT context and events in SOC

v Software em_bedded into v Centralize analytics and data storage v Native integrations and specific apps
network equipment v Detailed OT asset inventory and

v Comprehensive APIs for custom

v' Passive discovery via DPI communications maps integrations
v' Safe active queries of assets v Security posture and detection
v Decodes application flows v Reporting

v’ Centralized Authentication (SAML)

OT visibility sensors embedded into network equipment sees more and is easier to scale

alj el
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Cisco Cyber Vision portfolio

Software Appliance

Hardware Appliance : :
Virtual Machines

UCS based servers with Hardware RAID

EeTE ~ > w3
VMWare ESXi OVA HyperV VHD Amazon Web Microsoft Azure
CV-CNTR-M6N Services
e 24 coreCPU Minimum requirements Minimum requirements
e 128 GB RAM x386 server CPU, 10 cores x386 server CPU, 10 cores
e 3.2TB drives 32GB RAM and 1TB SSD 32GB RAM and 1TB SSD
1 or 2 network interfaces 1 or2 networkinterfaces

_ Sensor Sensor Sensor @ Sensor @
: . g
St T
=5 ===:
Catalyst IR1101 e @
Sensor ' Cellular Router Catalyst IR8300 Agzzg::izi%%iiggs .==E.
Catalyst IE3300, RS < Sensor Multiservice Router o
IE3400 and IE3500 2 m
Switches 'We -
Catalyst IR1800 x86 or ARM64 Compute IC3000 Industrial Compute
Catalyst IE3400HD Cellular Router Catalyst IE9300 Rugged
IP67 Switch SRS
Network-Sensors Docker Sensor Hardware-Sensor
DPI and active discovery built into network-elements eliminating the need for SPAN DPI and active discovery via SPAN to support brownfield
ol l i l N
ciIsco © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Why is a network-sensor important?
Most industrial network traffic is East-West, not North-South

i
Purdue level 3 R

| Non optimal location

-
Purdue level 2 4-:,’

Most industrial control traffic
netwo rk is local to the production cell

Purdue

Expensive
level 0-1

Additional hardware, cabling
for out-of-band SPAN network

Sensors embedded in the network see everything that attaches to it

alj el
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Leverage the network as a sensor to
lower cost and complexity

=
Purdue level 3 [Ris%

-,

Purdue level 2 |l ICS
Network

Purdue [Irasd
level 0-1 il

® RSPAN introduces Jitter

OT visibility sensors embedded into network equipment sees

Purdue level 3 [REud

i d

Purdue level 2 [Risd IES
Network

Purdue [K*SN
level 0-1

| \wim /\
G5 viE - \m\-

o ® Out-of-Band SPAN is expensive

N ™

Cyber Vision Center

Purdue level 3 [Rind | o@ Ol
| S

A /'

Purdue level 2 [l S S
ICS
network
Application-Flow
ST 2 Saneor Lightweight

Purdue = Metadata

level 0-1 b
/\

// \‘ / | \-T- : \
@S 0 A o
@ Network sensors scale without SPAN

more and is easier to scale

CISCO © 200224 CGisc @radidf ors ibsfaffitiatad. riglhtsighss rreserveidco Cistia dooiaffidential
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On-Center Sensor offers extra deployment flexibility

Cyber Vision Center

Central DPI and IDS capabilities

Sensor built into the Cyber Vision Center runs 2 o

DPI and IDS on raw industrial network traffic

Sensor ° @

A

Collect traffic from the datacenter
Needs only 1-hop SPAN from the aggregation
switch to the Cyber Vision Center

Leverage existing SPAN infrastructures
Makes deployment super easy if the
collection network is already in place

Application-Flow
Lightweight
Metadata

alj el
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Why is a network-sensor important?
Sensors embedded in the network can see more

Other solutions Cisco Cyber Vision
Flexible Active Discovery from sensors

hosted in networking equipment, or from

the center depending on the network :
architecture O =oe e

Active discovery from central appliances
cannot see behind firewalls and NAT
boundaries

[ _I &

~ Active Lightweight : Active

discovery Metadata ; discovery

requests | requests
______________________________________________ I
NAT/Firewall NAT/Firewall !
Boundary Boundary :
discovery ! :
requests :
Yy o . !

PLC/ I 'ED PLC/RTU/IED

0000 666

Active discovery requests are not blocked by NAT and firewall boundaries

alj el
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Cyber Vision offers flexible deployment options

Cisco networking for simple
and highly scalable
deployments

A On-Center sensor
Cyber Vision Center Centralized

embedded in
Hardware sensor DPI and IDS _ . :

DPI and IDS for any
network equipment

ERSPAN

SPAN
Network sensor
DPI built into
network equipment

capturing
,Ll\l/glghtvéelght & traffic on any switch with a
- etadata single hop SPAN to support

N &= brownfield deployments
L & IS::E E LCH L H

to leverage
g e e d <3 . existing SPAN infrastructures,
%) ) [ LI ) %) or collect traffic within the

datacenter, including ERSPAN
to the center network

intarfarac

Cyber Vision can mix architectures to best fit your constraints

alj el
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Do you need a Sensor on every switch?

Security Operations Center _____

EX-TOF |

Ci Cyber Visi
Catayst 9300 MO Gibpal Cemer > MY ‘ Sensor at aggregation

sees North-South traffic

Enterprise [T
(Purdue Level 4)

| . | R — Cyber Sensor at the edge sees
ndustrial S =m=—= Vision i
Operations - Em= B Center East-West traffic
(Purdue Level 0-3) ith"Cyber Vision Sensa‘r MES Historian SCADA

Remember: Cyber Vision

| i 0y | RN cisco =300 Swich is licensed per endpoint,
) 3 st With Cyber Vision Sensor
ST, N not per sensor!
Cyber Vision Sensor
Wyzszl) ===
PLC/RTU/IED PLC/RTU/IED Rule of thumb: All flows must go through
By at least one sensor. Every networking
= equipment should have a sensor.
Zone-1 Zone-2
.::Ills.élc;l © 200224 CGisc @radidf ors ibsfaffitiatad. riglhtsighss rreserveidco Cistia dooiaffidential
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Leveraging Visibility to Drive Segmentation

Cyber Vision discovers all connected assets... E— ...and groups them into logical zones
Building J
"y pagpeagzess 00000 FEEEEESSS{T Manu - Scada & HMI  Manuf - E”Q'"ee”"g
; b Motor Control
° 5 | ]
- oo o * : ‘- : .. H;,,
5 - T COCODORDONNOR0000 BOOD - v e :,-,“‘
==\l =
— SeeL LR TECE R e k0 Manuf|o ,,,,,
K3 (] of 8 & = g @ ! :
S \_ & ‘ r SIEMENS -
o o — 3 QA _ Cell 19 T -
T — R =
{ﬁm‘llllllllllllllIIIIIIII EEEEEEE H SSSSSSS -
\\\\\‘ \\: E
ov > Siemens [© from my
< Auto obot
Robot Control \‘bllz Safety~ Auj. quit. e
pilz‘ ‘pilz‘ ‘__S'CK_‘ ‘__w ‘ \
\m‘ oiz| [phz] || |
A eyl

Give OT the tool they need to document ISA/IEC-62443 zones and conduits

ol I i I N
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Automated Segmentation Informed by Visibility

This user interface understands
industrial processes.
| can group assets into zones

May 31,20204:32:26 PM - Jun 1, 2020 43226 PM (1dzy) #LIVE

s Zone 2
B @ . 2]
A SIEMENS SIEMENS .
kDBnDH!ﬂZE/ éimmssd‘h‘in Pr i wart&’m»m
-
s SIEMENS
Rockwell
Automation
Slemensld:azb L J
ﬁmkﬂh :
SIEMENS
ockwell| Rochwell
L J Automation  Automation
Lemens 949674 | |
Rockwell J92/168.3.401734-AENTRUB Ethernet Adap

Cisco Cyber Vision Map View
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| now have OT context to build
the right network access

- policies
1o
Zone 1 MES
Zone 1 v X v X
X v 7 X
v v v v
MES X X v v

Cisco Firewall Policy Rules
or
Cisco ISE Policy Matrix

Segmentation of
industrial network

dACL

"

SGT
B

N\

VLAN

Zone 1 Segment

ﬁ# Industrial
HMI Switch
PLC/RTU/IED

©o

Zone 2 Segment

CT - [
B

PLC/RTU/IED

00

S
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Automated Segmentation Enforced using Firewalls

Industrial

Datacenter * All VLANs in the OT network terminate at the firewall
O installed in the distribution network (IDF)
S —
ISCO . . . .
Cyber Vision NG, ‘\\ Enforcement » Traffic that crosses VLAN boundaries is subject to
firewall rules
DF Frewal  Take advantage of application firewall rules such as
4 enabling read only access across zones or denying

specific OT commands

| i =

/0 Controller HMI

| i =

yo  Controller HMI « Cisco Firewall Management Center (FMC) centralizes
\_ Zone 1 ) Zone 2 policy definition for all firewalls

Firewall policies automatically updated when OT modifies Cyber Vision groups
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Automated Segmentation Enforced using Switches

Industrial
Datacenter

QP AP
_’ o’@)‘o - Core
e r‘_l gore.

Cisco Cisco
Cyber Vision ISE

[-—1]

Distribution Switch

( 12| | Rugged
; | | Switch
i i
orve /0 Controller HMI rve /0
k Zone 1 )

Enforcement
4
*1 3| [ Rugged
i .| | Switch

Controller HMI

Zone 2

Cisco Identity Services Engine (ISE) receives devices’
profiles from Cyber Vision and associates a network
access policy to each

Policies are pushed to network switches for
enforcement at the port level

Network switches allow/deny assets to communicate
based on their profile, not their IP address

Deny by default is applied to assets not profiled

Network access policies automatically updated when OT modifies Cyber Vision groups
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Cyber Vision updates

Simplified Navigation

Hierarchy-based navigation to
organize your OT assets based
on subnets or sensor placement

Filters (Active View) to focus on
specific data

Rapidly find your asset with
Quick search
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' Cyber Vision
= Organization Hierarchy X
Organization
. Sensors Networks S
Global >
[ Q Search levels ]
% Dashboard
Global
A Alerts ~ Body Shop
8 v Line1 U
H Assets
Cell A 42
> Communications ~ Line 2
Cell B

Vulnerabilities
> Assembly Shop

> Paint Shop
Configuration >

Quick search

1(2/8) % Vendors (1/5) % Asset Type (3/4) % Networks (6/¢

Vulnerable 0 +1 Last 7 days

6 High H 4 Medium

1B Remote Code Execution Vulnerability

Affected Assets 1

| Search Path Element

Affected Assets 34

xtensions Remote Code Execution Vulnerability

Affected Assets 2

1entication for Critical Function

Affected Assets 7

Alexander -
alex@email.com

Edit Filters X

Something something this filters the list of assets populating the data on
the screen

% Functional group (1/1) * @ Asset type (1/2) x @ Vendor (1/3) x

Selected filters

Functional groups (1/1)  Edit

PLC Line 1

Asset types (1/2)  Edit

Controller

Vendors (1/3)  Edit

Rockwell

Available filters

Networks (1)  Select

Network Name 1

Cancel Show 100 assets
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Cyber Vision updates

Al-driven asset clustering

alutln e Alexander
dses’ Cyber Vision §o Business Corp, Inc
= Communications
. Organization
Global/Body Shop > Body Shop | Sensors (10) % Vendors (6/8) x

Assets here: 9/239 Edit filters

Home
You are in:

Home o0
A Alerts 1
R Functional group 4 "
H Assets

Py o »
| < Communications Functional group 8

(:} Vulnerabilities

&- cConfiguration >

Functional group 8 ™

Functional group 3 *

Functional group 5 "

OT asset inventory projects highlight
flat, unsegmented networks

Functional group 10 "
Functional group 7 ™

HEEEE

Cisco Cyber Vision ML-driven auto-grouping automatically creates
security zones to drive network segmentation using Firewalls or NAC
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Cyber Vision updates

Internal group communication

il Cyber Vision

. Organization
Global/Body Shop

4> Home
B Alerts
8 Assets

H
l <> Communications

{) Vulnerabilities

&- cConfiguration

lll'lllll )
ciIsco © 2022 Cisco and/q

Communications

Body Shop | Sensors (10) % Vendors (6/8)

You are in:
Home > Functional group 10

r':-.\

192.168.208.260

SIEMENS

192.168.266.208

R Alexander
Busine:

Assets here: 9/239 Edit filters

-

192.168.200.200 R
192.168.266.2600
-

.266.200

192.168.206.260

192.168.266.200 192. 168 28? 200 ‘ ‘
1 alualn
v cisco
v N J
J 192.168.260.200
— v

FESTO 1

192.168.200.268 coone
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Splunk Integration

OT Asset Investigator

]
1l Il Asset Details: gec_jsO1

# Detected Vulnerabilities # Notables Prohibited Traffic Across Perimeter
7 61 —
12 -80%
Operational Summary Dashboard tylnsights  Syslog Overview
# Notables # Communicaticns . .
B o K Unified IT/OT security events
Operational Summary Dashboard y
Asset Characteristics Asset Categorization & Classification Geographical Info Tone Prescts oy
~ management in Splunk SIEM
- J
ip 172.104.104.98 category nerc
workstation -
WDz #ee.gs01 windows Devices by DeviceType
dns gee_js01 .copgen.ops. lacal ::ﬂmum - s "
mac 8d:1e:15:21:21:3a jump server nost e is0t
asset_id L b Lol Wob Server
[J2 3 4 news wssctmomel proliant 1380 chairition: copparhik] Dl LIRS S _._—/
. sto copperfield pawor plant .
S wraion ity atlanta, ga fus) o
asset_vendor hewlett packard L LS
HTTP Clont
asset_type Remote Access O T t - - f t .
@2 e centric view Or assets In
Loatit | @ Opansey
. Splunk OT Security Add-on
BB 0T Asset Behavioral Indicators : gee_jsOt p y
Risk Score Over Time Hests in Communication (Inbound) Hosts in Communication (Outbound) Total Ports in Use Total Sessions .
5 nersos I
Al 10 N 58 b 27 2 555 N = nereos.vs
-240 -7 -718 -2 -75!
Risk Score # Hosts sroms # Ports inse #Sessions. .

Cyber Vision data in Splunk
for NERC-CIP compliance
e reports & MITRE ICS
correlation rules

2007 4007 001 soor 1000 12001
Bytos Count

Syslog and REST API integration with Splunk SIEM and OT Security Add-on
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