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One servige.
Zero morries.

Kdo jsou utocCnici?



Kdo jsou utocCnici?

Elliot Alderson Lisbeth Salander
(Mr. Robot, TV Series) (TGWDT, Books, Movie)

Abby Sciuto
(NCIS, TV Series)






UNITED STATES
S27.9 trillion

Largest
Economies
by GDP

CYBER CRIME
S9.5 trillion

grops K, Bllcoam

t.j. $1,000,000,000+ / hodinu
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NEBEZPECI

Typy utocniku

Rekreacni

“Script kiddies”
Zname zranitelnosti
Slava / reputace

Kriminalni

Vandalizmus
Profit
Omezené
prostredky

Hacktivisti

Protest, odpor
Silna motivace
Spolecenstvi

ZDROJE A SCHOPNOSTI

Organizovani

Ekonomicky motiv
Znacné schopnosti
Syndikaty

Statni

Kyber. Vojna
Ekon/polit. motiv
Témeér neomezené
moznosti

APT
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Jak to vime?
void SOC

Specializované 24/7 stiedisko
kybernetické bezpecnosti

Redlné incidenty, investigace
Vyzkum kyber-komunity
Reporty od vyrobct a statu

Data uniklé od Otocniku



Predstavujeme

orporace”
kybernetickych zlo€incu =
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Nazev Obdobi Pocet obeéti Odhad prijmu
LockBit 2019-dnes >2500 S500M+
Clop 2019-dnes >1500 S500M+
Conti 2020-2022 >1000 S200M+
ALPHV/BlackCat 2021-dnes >500 S100M+
BlackBasta 2022-dnes >100 S50M+
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Predstavujeme
“korporace”
kybernetickych zlo€incu

Organizace — hierarchie, role, tymy
Struktura — nabor, helpesk, obchod
Odbornost— specializace, skoleni, bonusy
Efektivita — oportunizmus a bezohlednost




ALLIANZ RISK BAROMETER 2026 | ALLIANZ COMMERCIAL
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Cyber incidents
(e.g., cyber crime, IT network and service disruptions, malware /
ransomware, data breaches, fines, and penalties)

Business interruption
(incl. supply chain disruption)
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2025:
9 (14%)
Political risks and violence

(e.g., war, political instability,
terrorism, polarization, coup d'état,
civil unrest, strikes, riots, looting)
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Changes in legislation
and regulation

(e.g., tariffs, new directives,
sustainability requirements)
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2025:
7 (15%)

Macroeconomic developments
(e.g,, inflation, deflation, monetary
policies, austerity programs)

Artificial intelligence

(e.g.. implementation challenges, liability exposures, misinformation / disinformation)

Natural catastrophes
(e.g., storm, flood, earthquake, wildfire)

Fire, explosion®
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Climate change

(e.g., physical, operational and financial
risks as a result of extreme weather)
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Market developments

(e.g., intensified competition f new entrants,

M&A, market stagnation, market fluctuation)
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The most

Important

global

commercial.allianz.com

business risks

for 2026

Ranking changes are determined by positions
year-on-year, ahead of percentages.

The 15th annual Allianz Risk Barometer survey was conducted among Allianz customers (global
businesses), brokers and industry trade organizations. It also surveyed risk consultants, underwriters,
senior managers and claims experts in the corporate insurance segment of Allianz Commercial and

other Allianz entities.

View the full Allianz Risk Barometer 2026 rankings here

Rank Percent 2025rank Trend

11 Critical infrastructure blackouts (e.g., power 8% 12 (9%)
disruption) or failures (e.g., aging dams,
bridges, rail tracks)®

12 Talent or labor issues 8% 11 (9%) N

13 Energy crisis (e.g., supply shortage / outage, 6% 13 (8%) -+
price fluctuations)

14 Theft, fraud, corruption® 5% 14 (7%) -+

15 Insolvency 5% 16 (6%)

16 Loss of reputation or brand value (e.g., public 4% 15(7%) N
criticism)®

17 Biodiversity and nature risks (e.g., water a%
scarcity)®

18 Product recall, quality management, serial 4% 18 (4%) +
defects

19 Human health risk (e.g., pandemic outbreak) 3% 19 (3%)

20 Pollution event 1% 17 (6%) N
Other 2%

Source: Allianz Commercial
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