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Today Demo Topology
New Project challenge
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All Demo Devices in TIA Portal, Cisco included … 



Let’s start with our hands-on 
experiences …
Intro to our OT/IT Networking journey



Cisco Cyber Vision
Visibility built into your network infrastructure

The Cisco industrial network lets you see everything that connects to it
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How to Get Data to Server via RSPAN Infrastructure …

We know, that’s complex, risky and expensive, but … we did it like this ….

RSPAN introduces Jitter, complex to implement Out-of-Band SPAN is expensive

RSPAN

SPAN/
RSPAN



Cisco Cyber Vision portfolio – Let’s play with sensors ….

Hardware Appliance
UCS based servers with Hardware RAID

Software Appliance
Virtual Machines

VMWare ESXi OVA HyperV VHD 

Minimum requirements

x386 server CPU, 10 cores
32GB RAM and 1TB SSD

1 or 2 network interfaces

CV-CNTR-M6N

• 24 core CPU
• 128 GB RAM
• 3.2TB drives

Minimum requirements

x386 server CPU, 10 cores
32GB RAM and 1TB SSD

1 or 2 network interfaces

Network-Sensors
DPI and active discovery built into network-elements eliminating the need for SPAN
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Catalyst IE9300 Rugged 
Switches

Sensor

DPI and active discovery via SPAN to support brownfield

Docker Sensor

x86 or ARM64 Compute

Sensor IDS



From Big (mirrored data) to 
Small (metadata)
Fully Sensory infrastructure Introduction
Embedded Applications Introduction



GOAL :Cisco Cyber Vision and Flowmon in Fully Sensory Mode
Deeper Visibility built into your network infrastructure

Let’s do it a more challenging but effective and innovative way ….
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ZONE 1 ZONE 2
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Center

Flowmon Customer #1: Large Cisco OT Infrastructure

Customer #2: Mid-Size Non-Cisco OT Infrastructure, No Local Servers

Internet

SOC
Cyber Vision Global Center
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Sensory data sent as unicast data flows

Why ? 
To Be Ready for Future OT Networks Remote Support



Cisco Cyber Vision Sensor as a 
Docker App on IE-3400/3500
Embedded Application Architecture Introduction 



Cisco IOX Concept for Embedded Apps

IOS-XE Linux

App 1 App 2 App HostingApp N

• IE3x00 with Dockerized App
• Round-trip-Time Measurement and 

Visualization App of IT and OT part of 
the Deployed Remote App Solution 

Dockerized
App2

Dockerized
App1

Dockerized
App3



CCVSensor SOI IOx Architecture
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Flowmon Probe/NFSensor
Fully Sensory SOI CyberSec/Analytical 
Infrastructure
May 2026



Flowmon Short Intro



Flowmon Probe
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Not to use RSPAN to Flowmon, 
But to use IOx for NFSensor on IE-3500



Flowmon - Sources

NFSensors

Flowmon Collector



Flowmon – Analysis from NFSensors Sources



Fully Sensory CyberSec/Analytical 
Infrastructure on IE-3x00 switch
May 2026



Fully Sensory Architecture – IE-3500, SOI Lab



App Responsiveness 
Measurement - SLAMonitor App
Embedded App for SLA App/Servers Monitoring



Cisco IOX Concept for Critical Apps Operation 
Diagnostics and Monitoring

IOS-XE Linux

App 1 App 2 App HostingApp N

• IE3x00 with Dockerized App
• Round-trip-Time Measurement and 

Visualization App of IT and OT part of 
the Deployed Remote App Solution 

Dockerized
App2

Dockerized
App1

Dockerized
App3



SLAMonitor App on IE3400 – RTT Per IT/OT Groups



SLAMonitor App – Jitter Per IT/OT Groups



SLAMonitor App on IE3400 – App Resources



SLAMonitor App on IE3400 – Utilization from cli …



SLAMonitor and NFSensor Apps on IE3400
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