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Today Demo Topology

New Project challenge
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Il Demo Devices in TIA Portal, Cisco included ...

A Siemens - C:\Users\otlab-admin\Documents\Automation\OT-LAB-20260204\teststand_V20

Project Edit View Insert Online Options Tools Window Help A
. . . _ 7 ; . - , Totally Integrated Automation
o (W] saveproject 5 M i Tz X E (Mg T [0 ¥ [ & Goonline g¥ Gooffine fo [M[B > — || 29 % PORTAL
teststand_V20 » Devices & networks — 0 X
J Devices H Plant objects |,1__5‘ Topology view ||ﬂ'ﬂ'ﬂ Network view |||:|f Device view | Jagl
T = | Network| {} Connections |HMI connection [~ L) Relations & 22 5 C ] 4 &
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Bl E
hd teststand V20 3 z
B Add new device s
3, Devices & networks IE-3500-8U3X IE-3500H-14P2T IE-3400-8T25 g
» [gPLC [CPU 1511F-1 PN] IE-3500-8U3X DP-NORM IE-3500H-14P2T DP-NORM |E-3400-8T25 DP-NORM Lg
» [ PN-Sw-SCALANCE-XC208 [SCALANC... HCU HCU AL |
» i Ungrouped devices | ‘ ‘ g
b ==: Security settings o
) . . PN/IE_1
» '_.ﬁ Cross-device functions I: ;
» .] Common data = 5
- ]
4 'Z Documentation settings | g
» |@ Languages & resources Ne
» '_g Version control interface j o
4 Lm Online access PLC-1 10-ET-200SP 10-VIPAD53-1P... PN-Sw-SCALAN... =
L Card Reader/USB memory CPU 1511F-1 PN IM 155-6 PN ST 053-1PNO1 Prof... m SCALANCE XC208 ;
PLC-1 . PLC-1 D =
w
PLC-1 —
L]
=
o
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< T 100% v —9—— & ]
|£i Properties |’1.L Info i H@ Diagnostics ‘
J General H 10 tags || System constants H Texts
General
<] l > General

£Z Overview

Iﬂ'h Devices & ne...

i There is no connection to Teamcenter.
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| et’s start with our hands-on
experiences...

Intro to our OT/IT Networking journey



Cisco Cyber Vision
Visibility built into your network infrastructure

Cyber Vision Center
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Application-Flow
Lightweight
Metadata

The Cisco industrial network lets you see everything that connects to it



How to Get Data to Server via RSPAN Infrastructure ...
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Purdue level 3 il
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Purdue level 3 [R5

Purdue level 2 [Riud ICS
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Network

Purdue level 2 [Roud ICS

Network

Purdue

level 0-1 Purdue [N
level 0-1 [ind

® RSPAN introduces Jitter, complex to implement Out-of-Band SPAN is expensive

We know, that’s complex, risky and expensive, but ... we did it like this ....




Cisco Cyber Vision portfolio — Let’s play with sensors ....

Software Appliance

Hardware Appliance _ :
Virtual Machines

UCS based servers with Hardware RAID

EeTE ~ > WA
VMWare ESXi OVA HyperV VHD Amazon Web Microsoft Azure
CV-CNTR-M6N Services
e 24 coreCPU Minimum requirements Minimum requirements
128 GB RAM x386 server CPU, 10 cores x386 server CPU, 10 cores
e 3.2TB drives 32GBRAM and 1TB SSD 32GB RAM and 1TB SSD
1 or 2 network interfaces 1 or2 networkinterfaces

Sensor sensor Sensor @ Sensor @
s====
Sensor @
Catalyst IR1101 Catalyst 9300/9400
Sensor Cellular Router Catalyst IR8300 Ag d y:t. Switch mmm
O e ; ; gregation Switches EEEEE
Catalyst IE3300, il >>%> S Multiservice Router Sensor
IE3400 and IE3500 2. m
. w5
Switches 'We
Catalyst IR1800 x86 or ARM64 Compute IC3000 Industrial Compute
Catalyst IE3400HD Cellular Router Catalyst IE9300 Rugged
IP67 Switch Switches
Network-Sensors Docker Sensor Hardware-Sensor
DPI and active discovery built into network-elements eliminating the need for SPAN DPI and active discovery via SPAN to support brownfield




From Big (mirrored data) to
Small (metadata)

Fully Sensory infrastructure Introduction

Embedded Applications Introduction



GOAL :Cisco Cyber Vision and Flowmon in Fully Sensory Mode

Deeper Visibility built into your network infrastructure

Cyber Vision Center Flowmon

SPAN = B0 . e
| 582 Gaa e : _ lo)
ensor e -2\ o ,“,
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Application-Flows
Lightweight
Metadata

Let’s do it a more challenging but effective and innovative way ....



Why ?
To Be Ready for Future OT Networks Remote Support

Flowmon Customer #1: Large Cisco OT Infrastructure

Cyber Vision
Center

I
=
—

Cyber Vision Global Center Flowmon Global

[ - [LIINS NN |

Internet

Customer #2: Mid-Size Non-Cisco OT Infrastructure, No Local Servers

Sensory data sent as unicast data flows
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Cisco Cyber Vision Sensor as a
Docker App on |[E-3400/3500

Embedded Application Architecture Introduction



Cisco |IOX Concept for Embedded Apps

Dockerized Dockerized Dockerized
App2 App3

|

| N oo

Linux

App1

IE3x00 with Dockerized App
Round-trip-Time Measurement and

Visualization App of IT and OT part of
the Deployed Remote App Solution
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Flowmon Probe/NFSensor

Fully Sensory SOl CyberSec/Analytical

Infrastructure
May 2026



Flowmon Short Intro

Full network
visibility
For NPMD, troubleshooting and

capacity planning with full
analytics drilldown.

Dashboards and Stop threats No security gaps
Visual]zaﬂon Ransomware, malware, insider & Between perimeter and endpoint
unknown threats, SUNBURST protection. Leverage Al/ML to

Customizable interface for the Trojan Attack, etc.

noise-free visualization of traffic
structure or performance
metrics.

T AW
) =& O
Cloud Routers & Firewall

Platform Switchers

© (] (-]

-

Flowmon Collector
L] L]
‘Anomaly Detection Flowmon Packet
System Investigator

detect threats others miss.

ci’é%

LoadMaster Flowmon

Probe

o ©

(-]

all

Application Performance
Monitoring

o

Actionable data

¢

1. Generate Input Data
~/ Flowmon solution can ingest data from various
sources and devices.

~ Flow technology support (NetFlow, IPFIX, sFlow,
jFlow, cflowd, NetStream, all RFC flow formats)
and cloud native FlowLogs support (Azure, AWS,
Google Cloud Platform).

v Leverage Flowmon sensors to generate L2-L7
enriched NetFlow data.

Learn more: Flowmon Probe

2. Collect & Analyze

+/ Data are processed by the Flowmon Collector.

~/ Visualize and analyze network telemetry from
various sources in dashboards, reports, root-
cause analysis.

~/ Extending software modules available on-
demand.

Learn more: Flowmon Collector

3. Act

~/ Stop breaches, prevent harm.

+~/ Move from reactive to proactive
troubleshooting.

+/  Streamline routine network operations.

Learn more: Flowmon ADS, Flowmon FPI, Flowmon APM




Flowmon Probe

FLOWMON PROBE

NetFlow and IPFIX
Exporter

The Flowmon Probe is the most powerful flow data
exporter on the market that generates data down to the
application level and measures performance.

LAUNCH DEMO

Flowmon Probe Benefits

Use It Anywhere Stay Non-Intrusive

Hardware, virtual or cloud, from 10 The Probe connects passively through

Mb/s to 100 Gb/s. a SPAN port or network TAP.

Flowmon Probe

Flowmon Probe is a high-performance appliance that monitors network traffic and generate IP

flow statistics. The flow statistics are then exported to storage for further analysis by a Flowmon
Collector or other NetFlow/IPFIX compatible application. The Probe provides NetFlow/IPFIX data

necessary for network operations, troubleshooting, performance, and security monitoring.

Flowmon Probe is available in the form of a hardware appliance of 1U rack unit size and as a virtual

appliance for deployment info VMware, Hyper-V, and KVM virtual environments.

Reduce Noise

. .
N kd filtered bl Microsoft
et e e e vmware g\?KV M N e



Not to use RSPAN to Flowmon,
But to use IOx for NFSensor on IE-3500

Cyber Vision Center . el




Flowmon - Sources

uk Software Download - Cisco X Admin - Cisco Cyber Vision X ) Flowmon Dashboard X

© Not Secure  https://172.29.2.21/ui/dashboard#4e5{887b-669b-454-a47a-44473815194

< [~} N (53]

» Progress'Flowmon® v Dashboards Reports Topologies Presets

Test ©)

Connected sources Last hour v

Q&

Structure of Overall Traffic

W .

(g5 Login - VMware ESXi

& ol

Last 24 hours v

Last hour v

admin e
i

Q&

o ®
o t 2 200
1 |
0-F
Mar 29 16:50 16:55
16:45
Connected flow sources: 3 of 3
Source Maximal bits/s
1 127.0.0.1
Io (localhost.localdomain).. 378.430/s
Flowmon Collector
Ia 172.29.3.73 230.40 b/s
»
(3] 377.17b/s
NFSensors
All traffic 873.57 b/s
2026-03-29 16:47 - 2026-03-29 17:47 =g 2026-03-29 16:45 - 2026-03-29 17:45
Hosts with Top Data Transfers Last hour v Q& Hosts with Top Flows
Any IP address Bytes Any IP address
€ 1921682254 ~ 48.18 KiB ) »affo2z12~
B ™ 192168225254 ~ 45.28 KiB B ™ 1921682254 ~
E) 255.255.255.255 « 39.47 KiB Y fe80::5054:ddff-fedf:42e5 +
O 192.168.225.3 7.68 KiB D 192.168.225.254 ~
B »affoz12~ 7.21KiB B 255.255.255.255 ~
0O o fe80:5054:ddff:fedf:42e5 v 4.92KiB 0 O fe80:5054:ddff:fe1b:86eb v
L
- - ) o fe80:5054:ddff-fe1b:86eb + 3.05KiB € 01921682253
- https://172.29.2.21/ui/dashboard ~ — =

17:00 17:05 17:10
Bits per second Bytes
14478 b/s 63.62 KiB
104.92b/s 46.11 KiB
78.11b/s 34.32KiB
327.80b/s 144.05KiB
Last hour v Qf

Flows

67

58

47

45

35

31

30

Input packets

2.04K

186

124

235K

Flows

95

100

56

251

Packets per second

0.57

0.05

0.03

0.65

Maximum packets/s

0.72

0.10

0.14

0.91

Flows/s

0.03

0.03

0.02

0.07

Maximum...

0.05

0.04

0.03

0.10



owmon — Analysis from NFSensors Sources

N
4% Software Download - Cisco X Admin - Cisco Cyber Vision X IFC-500-VA - Monitoring Cer X o8 Login - VMware ESXi X =+ v
© Not Secure  htps:[/172.29.2.21/fmc/analysis/ w
(8 N 8
Progress Flowmon™ > Monitoring Center v p en v @ @ admin (Base tenant) ~
ALL SOURCES: 2026-03-29 05:48 - 2026-03-29 17:48 +
Sources
Profiles Profile  All Sources v & Interval Custom v From 2026-03-29 05:50 To 2026-03-29 17:50 =
16.3. 17.3. 18.3. 19.3. 20.3. 21.3. 223. 23.3. 24.3. 25.3. 26.3. 27.3. 28.3. 29.3.
Report Chapters 20M
15M
0M
Alerts 5M d
0
Active Devices -
VolIP Traffic
800
«» 600
<
2
a 400 Packets
200
0
Mar 29 7:00 8:00 9:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 Mar 29 2026
Flows
“ TCP ubpP ICMP Other
CHANNELS (3 VISIBLE OF 3 TOTAL)
©® 17229373 ® 17229371 @ 127.0.0.1(..ostlocaldomain)
VAl X None = CHANGE DISPLAYED CHANNELS ' GET CHANNEL STATISTICS




Fully Sensory CyberSec/Analytical
Infrastructure on IE-3x00 switch

May 2026



Fully Sensory Architecture — IE-3500, SOI Lab

el Cisco IE-3500-8U3X

17.18

Welcome admin A D LS A 7 =
Configuration~ > Services~ > 10x

wiaa]i Cisco Systems

Hello, admin | Log Out | About
CISCO  Cisco IOx Local Manager

Applications Docker Layers System Infa System Setting System Troubleshoot

NFSensor m CCVSensor m

@ Administration “NetFlow Monitoring Container” Cisco Cyber Vision sensor with Active Discovery for aar...

TYPE VERSION PROFILE TYPE VERSION PROFILE
docker b I custom docker 5.4.1-202603171640 custom
R — I oo R o
M Stop £+ Manage M Stop £+ Manage

L



App Responsiveness
Measurement - SLAMonitor App

Embedded App for SLA App/Servers Monitoring



Cisco |OX Concept for Critical Apps Operation
Diagnostics and Monitoring

R PN oo vonins

.’ .

Linux

Dockerized Dockerized Dockerized
App2 App3

App1

* |E3x00 with Dockerized App
* Round-trip-Time Measurement and

Visualization App of IT and OT part of
the Deployed Remote App Solution



SLAMonitor App on IE3400 — RTT Per IT/OT Groups

@ Average RTT per Local Demo IT Hosts o @ Average RTT per Local Demo OT Hosts

28ms

26ms

|
It \M

Lﬂf\w\; ”w JIUJ\NK/\* f\/\/\p\j\’\ JF

U

/\

: i m/\f%

11:30 11:35 11:40 11:45 9 ! 11:30 11:35 11:40
2026-05-19 2026-05-19

ping_average_response_ms{url="172.29.2.10"} ~ ping_average_response_ms{url="192.168.225.2"}
ET-200SP
0.7606 1.506 0.8001 0.9363 3.514
average_response_ms{url="172.29.2.11"} A ping_average_response_ms{url="192.168.225.3"}
] CCV-5.4.1
0.4011 A 1.815 A 1.613 2.564
nse_ms{uri="172.29.2.21"} A ping_average_response_ms{url="192.168.225.4"}

B pn-sw-scalance-xc208
244 273 4.077




SLAMonitor App - Jitter Per IT/OT Groups

Standard Deviaton (Jitter)

Standard Deviation (Jitter) per Local Demo IT Hosts

oo
flaa LA AREAINA N
PIARY S

f\,h

I : J\
' M A

L

11:30 11:45
2026-05-19

ping_standard_deviation_ms{url="172.29.2.10"}

ESXi
0.001155 0.07908 1.026

ping_standard_deviation_ms{url="172.29.2.11"}

CCV-5.41
0.001256 0.06854 0.9738

ping_standard_deviation_ms{url="172.29.2.21"}

@ Flowmon
0.00035

n

I
\

\

\ n I

o

f Uﬁ\

b}

© Standard Deviation (Jitter) per Local Demo OT Hosts

11:30
2026-05-19

ping_standard_deviation_ms{url="192.168.225.1"}

0.08956 1.61

ping_standard_deviation_ms{url="192.168.225.2"}
ET-200SP
0.000215 0.04943 2.657
ping_standard_deviation_ms{url="192.168.225.3"}
B viPA
0.006365 0.2603 1.426
ping_standard_deviation_ms{uri="192.168.225.4"}

pn-sw-scalance-xc208

0.000999 0.09734

(2 panels)




SLAMonitor App on IE3400 — App Resources

‘thsco’  Cisco [E-3400-8T2S

Dashboard

@ Administration

Licensing

Troubleshooting

Configuration~ > Services~ > 10x

vl Cisco Systems
CISCO  Cisco IOx Local Manager

Applications Docker Layers System Info System Setting
SLAMonitor RUNNING |

“SLA Monitoring Container”

TYPE VERSION PROFILE

docker "1.0.1"

custom

M Stop £+ Manage

System Troubleshoot

O Add New

2 Refresh

Welcome admin

()

=

&

"N S =

Hello, admin | Log Out | About



SLAMonitor App on IE3400 - Utilization from cli ...

IE3400#sh app-hosting vutilization appid SLAMonitor
Application: SLAMonitor
CPU Utilization:

CPU Allocation: 1400 units

CPU Used: 0.57 %

CPU Cores: 0-3

Memory Utilization:
Memory Allocation: 1248 MB
Memory Used: 70928 KB
Disk Utilization:
Disk Allocation: 3000 MB
Disk Used: 0.62 MB




4

SLAMonitor an

it Gisco IE-3400-8T2S

cisco

17.18.2

Dashboard

Troubleshooting

L

O

Configuration~ > Services~ > 10x

vl Cisco Systems
CISCO  Cisco I0x Local Manager

System Setting

System Troubleshoot

Applications Docker Layers System Info
SLAMonitor

"“SLA Monitoring Container”

TYPE VERSION

docker *1.0.1”

M Stop £+ Manage

PROFILE
custom

48.1%

71.4%

NFSensor

“NetFlow Monitoring Container”

TYPE VERSION
docker 1.1k

M Stop £+ Manage

| RUNNING

PROFILE
custom

48.1%

28.6%

d NFSensor Apps on IE3400

Welcome admin @

© Add New

B &

< Refresh

neOC S

Hello, admin | Log Out | About
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